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Abstract: By analyzing and extracting information such as packet size and timing leaked during Web application
communication, side channel attack on encrypted network traffic is able to recognize users' identity and behavior
and even restore the original data entered by users. A model of side channel attack on encrypted network traffic
according to information theory was developed. Based on the unified model, the methods and results of
representative attacks such as fingerprinting attacks, keystroke attacks and speech attacks were analyzed in detail.
Furthermore, defense methods of hiding packet size and timing information were discussed. At last, possible
research directions were prospected with the frontiers of technology development.
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Figure 1 Relationship between recognition accuracy and relative
information gain (| X |=26)
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Figure 2 Scenarios of website fingerprinting attack and
mobile App fingerprinting attack
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W 4V FRBEHERE TSRERE . [*] XTI R, A RO W TR IR, SR B R A PR
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BUNRHEEARRTT, — A& (burst) FIEHE
W (flow) ML HEATHIER . b, burst ik T
LI TR Py L K B, i Bt . i 3
Ja 6 [P O R SR AR A2 . AET burst
PR 5 U M U7 T 7€ burst BB CRITIN TA]
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WA FATIR S NATIR AR P flow
Dl T-AE 48 TCP/IP £l Ui Rk A&, LS b B[] H
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SRR N . T FHN AR TEH AL
HIEOL R SAEG 6w 7 AR S sl n) 0 K 1
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23 MR IRGH A A N RS, FHTHAE R
WA AL T REAMRRE R R, R ALK
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A V15 ek T 9 T+ Y AT 9 BT 7 2 1R Jon 2%
i, PR T TR A AN R T LY
et k. 5 Stober SR AN, SCHER[42]
BT AR AT AN G G E, B
AT AP R R burst, SR 5 WX £ £
(K BRI TR JE P4 T 20 AN E SR THRFAE,
FHSRH RF 432008 . Alan 25910 b6 k&
2 N F U R A BT 9T, R IRANGE I N H R
B RTHT 64 /> s 0 1 FE AT 2l g 1 A I X
AN o SCRR[43]45% T Herrmann 25
(1) WY 3k 48 20 Bt 19 7 v, R REIE ) & AT
TF-IDF ARl —{eab s, K538 MNB 5
Py gt—AN 3 R

(2) T flow AU XS I B ik

Ho T burst GEUHRHIE TR SCBE U7V BUR RE
i YU A, R DAE— 5 R0 F P ()
1T h T REBCE RS 4046 i T IV RS0, B

FUHFHARSE T 2R3 T flow AHALE LG R X
ik Conti UM H — Bl FH P45 2 47 b
(R SCBLTh J7 8 o B PiAb BB B T H ) 1P
BEREEJE T H AR U, FHERIUET 4.5 s 1) burst
BT flow FR I [7) Y0 ] o A5 DAKGCHS €01 B2 1 DTW
S AR R B AR R SRR BE B I 2, AT G
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P flow FA A [FI % o BRI ZRRY Bt LAAN 7]
TR/ A 73 R, i s F P AT A 5 & 5
AR, IR AN IR —A RF B,
Saltaformaggio 2=t T Conti 2558 1L H ) ik
TN R R 7. SCHR[44] 15 564 flow il 7)
5 ms (R AT Al T, BRI STt
T 26 NGEIHRHAE, ARG k-means 520
FITHHAT OB R, B IR R AT A
(AL ) N 25— SVM 23, Taylor 2514
[FIFELE Conti BFFTMEAN |, 3 T —Fiy fepks
IR RSO 7250 SCHR[401KF burst [
(Y FEIAN 4.5 s iR 2 1 s LAE N ML Re 3Tt
TR BAEH T 6 FiA R B 4 A 1 7 K8
B, BRI AN Z R0, 7rREEN
SVM = RF, 7}REFALA flow 15 LK L)
oY, 40 MNP A THRE . BT B, S T Bl
IESRGE R, SR PR B 1 7 2045 280 Pt
g%, 6 N HJG, Taylor S AEAN ] 22 R £ L
WHHAT T 9256, 5030F TRz ARE ). i
SO Taylor WEFYMIFERS I, 2 TR %%
JERBFDSLIETHREA, SR5MIH] RF 43 28600
U THLAY F s o 2 1) ok ik

2 NEAMEEXT LT ur FHLN AR E0
i A AERME I 7 IX 87338 3 A R D % i
HINEHR MG RA IR, NS ) SR ZR)
RE, w] LIERX AR THN Y, Hw]
LRI P e 4T 8. BRI, ALY 4R 808
o 7R AT LA O 9 8% 1 (R AT B
32 HENE

S SO B s S T ek, A
I A5 T o ) S R e i bR B,
K3 Js T A\ Bk N S B v . BE S
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Table 2 Comparison of mobile app fingerprinting attack methods
Biti H s . R
fE# TR/ F7 ik HER 2%
I Kokt Bk K
Stober 4! R FH 14 kNN, SVM burst 23 90%
Wang 42 Az 13 RF burst 20 93%
Alan N 1595 MNB packet 64 88%
Conti ) FEEAT N 50 DTW+HC+RF flow AT 600 95%
Saltaformaggio ** AT A 35 k-means+SVM flow 26 78%
Taylor 14! R 110 RF, SVM flow 40 99%
Taylor %) R 65 RF flow 54 96%

HISC. M)A, BRI TTAR A2 AN 3E R T 5
BV, W P R ah R e
EYBLRES) . HREEE & 15 5 CPU g (E
o BEAE MBI E, NP3 8 3
WL B T 26 35T 0 2 At ok FH P S it s 28
IS SE IS o [RIIE,  THA e 0 B T 1 24 13
FH% 3K FH SSH. TLS 25 i 7 AR Y H 7 Bl
5 6o DRI, A 5K 10X 4 o vt o 119 o Bl o g 4
T W B L R A T S T A A, B
HEWI T B A ) o B P 25

g Bui AT, BB — s n R
DR A By H AR AR A X (R0 o R K. DU
BA AN A, BRI R X RoR—A B
R ALK n 25 H S I
it H PR IR S R | X |=27" o WR B #H A
F P S N LS S0 30 AR, D B 3 1K)
U AN RIS B R, B H(X) =1b27" =~
4.75n bit o FEILSEF, HH AN AT
RS [ ARTE S HE, WA A, A X
— e R OR TSI, B p(x) > 0. LI,
AR 20 (1) T 5 R A5 B 5 R Loy, 0TI
7 5 S B IR A ANl 5 1k T LR B 21 ] R
ENEEI

(1) FETH P o B [ B ) X o vk

SIS B ) e R i T
gem R M PRI (typing pattern),  Bf
il B ST (0 S ) PR R o o A B AN A
AT NRHE,  DRaE B )7 A S 3 B 1 A= )
5 77 1E0 Dhakal 260 i 4R bR 16

DT N T 53, I P 1o B 1) [ B CIKCL
inter-key interval) HATE R AEYIRAE. filan, P
AT FH T IKL A 122 ms, FadEZER 12 ms,
M AT 74 B934 IKT 4 481 ms, Atz h
123 ms. Jb4h, XTSI EE, ANFEFHHE
NHIR XS (bigram) KT A e 5E IR0 A 2 52
i, TR 7R Y IKT 24 109 ms, [A]
— TR AR 1Y IKT 4 145 ms. K, fEF
SE AR, B as vl LA A 1 v 1)
IKI {75 BT AR IR E825 . Song 20
P — PRI H SSH 72 % A it 22 1) o e ) i)
F A A BeE i BT SSH &R R
R i N () VA P DR NS 6 v A mvAL el
PR B AT e o SCER[9] E7 SE R ] SSH 3¢S
REIR (B LA P E P N 1A R AR 4
RV AR, AR 8 o0 A a0 6 HsF 1) 1)
{5 SHEN W] BE AR RENT o A T WFFTHH 1) ke
B, SCHR[OIMEE T RERIEUC - U X 1Y) TKT
{8, JEE S A S Eh T R IR AT LU
A Y e v R (TS T4 S PR AS24 1 bt 1A R
A, KRG T H14 5 R IVa . SCHR[9]3E
— B T TR R ] A A (HMM,  hidden
Markov model) Fll n-Viterbi .32 [ 43 2T A 1,
T4 1 IKL 751, BEAGE T 2 AN AT
RERI 1575

(2) 5T AJAX A8 FL AU A R IE A Bk 7592

B SSH i i £ it 5 (1) o B 1) 45 B ]
PAAT 0> 2 7 R A I, (RN
S TR R AN A CAHEIT F P A N N 2, Bt
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T2 194 5 I H a2 o SRS 22 56 1 FH - i
NG R Rk, BRUE R4 R 5T AJAX
(asynchronous Javascript and XML) £ A [ SEI A8
BN, N%ESs. frgkiE . MEEER
S AT ATAX A )9 48 [ FH S il i s P B
Fror A P e Clnilbe sl BRI NSED
HEATSEIN N, AN 2R InBORT i DT . A
SRR AN, AT AJAX HOR 1Y &4
RN HE 3 fros. B RS RERmA
TR, Ja6 JavaScript F2IPS KGR AT
FrE I HTTP 153K, BUIR S5 #5 1% [0 (1 2 i) 13
I, IR PR Bon e R MR . AEH]
P RIERE A, AN AT SR AN 25 1 KN IE
PR BB A P, ok 5 ] LASE e 43 A
I AT P R AR N, ORI BOA 6
. BIPRS00 bR i AU AR B

K ATAX BRI 09 28 187 F il 454 260 FH P
o B PR e R, 2 A T B e o
o B 1 7 A 1R X % L B AR AL ] LA BT P o
[ 4 2% o« Chen 251 g LA H —Fh I T BOA) SR 45k
(ASR, ambiguity set reduction) M58 &5 7775
SCHR[10] 7 2 xs 22 B2 W9 28 )3 F EAT RS A
I, RIS ISF 220 P R 0] e 285 S A0 3 55 45 i b A
HREEIRES, IR AR G e SO TR
£, A BRSO R I A A A AR

My, WS RACRESHER, FIN 74—
ANl T B A P81, AP BIARR 9 2%
Wit (web flow) [k, Koy H Il VLAC S G55 2%
(K 194 288 9 1) 2 T AR/ B APIRAS (R R, A
A HE T P AT B3« Sharma Z5°2¢F Chen 5T
(UL L, BT AIR R G 1P T — B
BG5S T HTTP 35 SR N 2  fHd
FBG USRS R K B AL R 7 B
FATIE. AR, AREEERAE 2012 SEFRGHNR T HE
AN AR AN, RS Y
B s MR BRI P AP 2R ) S A AT i
WA, I R R Aty T REa AN R R 4525
1k, Schaub 25 M T — R BEHLIG K4
Pt KBRS, JF BV M8l K
VERAE I e XA PR At SCHR[S3 1
BRSSP Rt B K AT A A1, Il ad
BHSE e e KX [x — e, x + €] o Buliidnt
T E A, AR TR 2
[IE SRERIN & AP (P RE St R S s
REPE T -

(3) BET 2 Y LU R A A M0k T3 2

[t 104 6% I3 P 3t R ] BE LA SR, A% ek
T A Bl IR A A Mk T IR AT, T
FUHE TR I 22 4 L (R R AL S B B
i . Oh 2P T B AS Tor 5 4 M4 R T

Q al Q  ac Q_ ach| Q ache|
Q, amazon Q, active learn Q, achilles Q, ache
Q, amazon uk Q, accuweather Q, achilles heel Q, aches and pains
Q argos Q accessorize Q  achilles tendon Q acheson and glover
BRI i 736 i 803 i762 i 825
ol —acd & _ached
gt X qgF g 9
mawx | 1170 b bin b7
[ [
Pt | A ¢ H £
’ 1 . 1 . 1 .I 1
0 200 400 600 800 1 000
i} /6] /ms
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Figure 3 Incremental search application based on AJAX technologies



© 124+ W 44 5 B e A28 3R

ik

AR A I 7. RSG5 Ak (9] (1) A i i o)
RN AT B ol L AT R R IR RE S X A
[F] ) A ) OCHE T, DRI SCRR[ S4B FR 8L 1)
AR, MIE T CUMTRE I 1 247 NG
GVRFEAE R OB RS0, ARG A 2 FEBE T 53
X P A N OB IR o SCHR[SS A% VR i 2
AREELT ERSCE, JRRSE MR KR
FE A Jg A 28 I 2% 4 NHRAE . Monaco 25014 1&
F| Oh ZF M7 e FONRF IR IR OCBE 7, JF HLI
T BRI 55 R [P 2 SR 2 o o [ o7 45 DR 3%
KA, IR —F ST BAT AJAX 3 K3
Yo B () T B B 7 v . T VAT SR IR
4 0 K R 3 = A € 7 95 B 3L (DFA,
deterministic finite automaton) Al /7 o B Hc s
£, SRJE A I RIE K URL 7 F 435 il 25 4% 7
CERINE R 7 BN 3 B e A I il B i SO N U
HAPCK i8R 2 i i J 53] B2 1 1 AR X
BBy B, 5 A0 FH AR o S e ) ] i
FIf RNN RIS T o] GE 1) 1], 05 Bhifs 51
X A A TR 2R (beam search), 159 2%
EME AR . STERISTI T T 5 N4 Y 3
(PRI R AJAX B, RILKH keydown {4
fid T SR RIS AE AT LA 0 v B Ok B R AR 1R
BAE R, MRA keyup BT I 288 I S
BRI K, SRR ERRY G IR
B

23 R Ei s R T BB kAT T R
AP EE . T et ) B AR ya R K, I
Bk 77—t H s R A 1748, IF B Bk
Yyscf AT T IE IR . BRI 45 R0k

MR A EAS R, AT U s N H]
Brgs DAY=
33 BEWE

W0 % AT R AT A 328 T A 438 P 1% e [
W45l 15 %S, B VoIP (voice over Internet pro-
tocol) o 15 BUihs 32 BEEF 0 T I 4% 1) 71 2678
TEBOAR, S b F P 85 345 1R 19 2%
e, LA JFUE I 1 A B
MR 8. T R AR R U A TR,
P9 24 308 138 A B AL Ao S R,
FEARCRAUE S I o V8 U N AR )
TR P BaFA, AR RIS ] B R AN 21 FH R B
FEIUARTG Bl . DRI, AT 0 28 T it 1 1R o 2 I8
BRSSP 2% A HAT L X

TR ARG [ 3 iE RIS,
JE AR TE 5 220 Y ) e A ARt I A B S Mo
B ICVE B R s SR s R B,
iR RPN SN b A E TR ORN R i Wl
(11 ¥ I 45 00435 0815 5 o 22 7 5 i A 1 3 5 1) %
#, Huhrkd s s 4 MR © Bah#H ik
SEBGHEI HAREE, BN RES X, WiEh)
o5 mEERG P OnESSE. @ BEhdE
MG y e I PRI PO G 5% ) i R
G 1R U] T T I € TH IR A W
PR SHAEAE, S Re 08 2 YU 0 B KRR
FIRERY @) Bt & h it s AR A bR id 1 AT
AEHEE, OF X P CE LR R
@ b F AL DL I EE NG — Ao i,
FHR N ZRar B P U B A x e X o

1EALSE VoIP w55 HYIEAR B, T & Hds A1

KBRS HER %, (HBGEF A s s Bl S AE R e m . Horp, 3%
#=3 HMMERENERBEAELRE
Table 3 Comparison of keylogging attack methods against encrypted traffic
Bt H s TEREHE
=4 B/ ik 15 B35 A%
e Hre 77 1] K g I ]
Song ) A4 36° HMM-+Viterbi L) J J 5.7 bit
Chen ' M 2670 ASR XL [ J 10 bit
Schaub ! AT 10/6 812 stochastic algo AT J 34%
Oh B4 iR T 100 / 40 000 SVM, kNN, RF i) J 48.2%
Monaco ¢! P71 o 4000 DFA+IC+RNN 147 v v 15.8%

e V7 FORBGETFI T iR L.
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il B i N H R PSR, s A T
PR A8 R AL (SIP, session initiation pro-
tocol) AJ 4" JEIBAH FIZ 7R H1 X (XMPP, extensible
messaging and presence protocol), LLARFIR RN H
(P I an Skype 5. T 1 20 A2 i ek A T
UDP [ JZ B iSCsEif A 4 i (RTP, real-time
transport protocol) HEAT &4, 15 BUh F XS
BmamiE, ) E T s v i R (S 1E
15 OO SRR TR 25 A A4 T B

1t VoIP 5 & 5l 4l Jin 8 1 e 2 iy, #f4sadiad
BT VRO NS (T2 G A 2 A T i ) P 4 AL 3
ANl Gt 77 Xz B AR A o e, R — T
FE AT A 30l 2 1 T CCELP,  code-excited
linear prediction) #ifibt5isly, 4Kl 4 ffr7s. CELP
LL 8 kHz % 32 kHz IMAR 3R A, LA 20 ms
(17 IS 1) ) B Ry SRR R AR 3 it Gt 8 1 4
TH ARSI e ME T 2 %L (LPC, linear pre-
diction coefficients), FRiii7pJi) Ly i & A9 A A
TN A A ) Gt AT UL, 02 I ReACER B dh
HE NG SRR DR 5 A G 1 Tl 2
By as — A, 2k RTP R 807 Hs .
HH V8 o 28 v 7 KA I )2 iR BOIRAS
CELP il # K W] 414 (VBR, variable bit rate)
K EE N IR PR N AR R AT, BIPE I e e
e EURF AR IR R A LAFRIE ST A it 1T e LR R 1)
A, GRS IR ECE 2 . Kk, VBR BT
VoIP J Htfa G (K B8 AATILIE 15 15 2 RRFAE
TE B B IR T 0 TE 7 A5 S

N
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20 msRAFM

H
Kl 4 CELP &% &%
Figure 4 CELP speech encoder
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AR A] . White 252 Wright BFF1
FEhits b, SEILT XS VoIP I i P T sl & 2 ek
R A . 3Tk [62] B S AH B KM
(max-entropy) RS R & FE L A HHE L, K
BRI RS R A, RS A S oK A A
Profile HMM A Y50 £ €0 73 4 B A T WA~
TR, IR R RN =T AR e
SCHRLA], f i ek PR R AR R R R
41, JHAE trigram 15 5 B A IE 1S 2 R UG TE &
W% . Dupasquier ZCF5Y T 4%} Skype fis5 i
T WEE U, R Skype BN I 14
BT 25 0T DL R AR X 4y, JE st & 2= 12
] LU e B R R) o R T Bl M 75 R AN ]
YR A SR I e, SCHR[63]48 FH R 7K 2 B3 25
KALHE S5 5%, JFRIH DTW Sk
iR T PRANAEAE I 7] 2 S PR A [) 08 ) PRI AR
A

(2) FET Uil N e i sURF AR 1) Bt I v

B T PR R A, FH P S S S B 4
I NV R TE 3 B 0 5 — AN 22404, Khan
AL — R R VoIP 835 05 i TR ) 3%
NS T7E, BRSNS — AN T
HKERE /%A (END, ensemble of nested
dichotomie) 52, AR J5 I F Il 2Rl (IR A0 £ s
AR EAT IR o A8 5 — IR P SR 1
Ak, Backes R IL VoIP 1% I it rh
(PSS X BB S I HA DT 7 1) SRR AE, )
W o R (VAD, voice activity detection) JiE
AR s U g BRSO A R A R HEIRES
FFRBORES, RERIH “HER- UG58 =0
(R AR A 23 4 U 1 N PR R, i L1
BT AR A AR B N EAT RS
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R4 PN EE T BT X 9 2% o s Ui e v
BB % e AT 7 A A0 TR A 5 e i
RYE Speex, SEREURTNES . T S FIEE
SEV A HER R T LUA 2] 50% A b BARRHMER
VBRI AR PR ER R AR, EAE AT 45
M FE A A BEh R e IfE B, AT T
PO A RBUAS S

4 Mg REMEERLRETE

FH T 0 8% 4 v 1 G e 45 FH P AT
S FNBAAAT BT R BBy, AH N R B15 A 7 v
BT AR . Mok 2 ik W 1) 6% 0 2% it 1 SR
X, A5 FERH T s i i 2 0 2ok 4
KEL T J7 AR EARHE . IX SRR 2
Wrdl G ) LU s 4E 10 e SR IR R Se oA, AR
FIMLAS 2 )R R N o DRI, Do 88 8 g
A5 30 BB 97 08 7792 1) e AR JE AR I K B s B 1)
K BE RN A5 B

HT RREIR O KRR, FRERET £
Tl TR0 K S VRV (R B B 5 7o Sun 25 156f
WS FE QLB R H T 3 MR B H A T
3, Btz (e KRB IREUE R
2 RO FIBENLE A, I B th 2 AR 1)
JAR, BRI HTTP Sk 2ot AR L7 il i =K
BEH LA B KB A% . Bl Liberatore 2512
AR AR T AHIUR N MTU B350 57
Wright 25! OUER 6 ILSEHLAN VoIP 1 ¥ Bidi, SR
At e 7 SR T RIS, BEE X
PR AR E T VA, W S A
PRAC BE B A, Al 2 776 FA R T E AR IARFAIE o
Luo 2O K RE IR I AR, $H T —Fh LT

x4 HMER

e AR B f6 J7v HTTPOS, (R it it
HTTP Range Sk B SR 3 11 V153, shas ek
AR A R B A . Panchenko 2522V %0k Y
SRS T — Bl g | N S5 M 7 A 1Y) 5
BTk, AEF PO sy, BEHLINE 5 — 4
W3t A G TV L S A i PR 3 AR AL« Wang 2507
H % Decoy MM B, #HT —FuH
Walkie-Talkie (IR /520 27 VELE X BE A8 10
TR 22 2] MR A e s R AR AL, A
FH P U5 i) A 3k 422 FE EC At 1Y) 3t £ 8 S0 3 e
41, Monaco “51017r L Siz H 1) 189 B4 2% o il o
AR T B AR v, 45 R UL 50%01)
MEZRIE A 1 A5 n] DU 2 AR B 1 46
B4k, Schwarz Z51SIH O i T ol i n]
PLAT R A o B ks

N T b B R AL I R RS S, AT
A1 79— PR R A B3 R ik I ) N N Ol i 5
Y (R  Song Z5EPME L —Fh B SSH. N2 i 2
H e BRI R R I BRI 7 ¥ o 157 AE SSH %
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Rk ] 5 K FEE R I i) [ B85 () 6t £, ELRF 2 ]
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Table 4 Comparison of attack methods against encrypted voice traffic

=4 Yot B b Yl 2% FERL/J5: el 4k HERf
Wright (! W Speex n-gram OGI HLifi% 66%
Wright ! I Eilf) Speex Profile HMM TIMIT % &£ i53% 51%
White [ ) Speex max-entropy+HMM TIMIT % ZiE75 10%
Dupasquier [* R SILK Kalman-filter+DTW GBS 60%
Khan [ H P &4y Speex ENDs CSLU YHE#H BT 73%
Backes ['? 7 &4y Speex VAD+3-tuples WIFBA F B 48%
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s AHAFR T BRI AT 5 I FE A 28 I 42, 4 D
FESCBRF N . BlJE, Cai 2SR MM 4R 408
o F R IR O &2 4 ik DL A 80 A 7 vk i I A e R
b, B T A O T FE N 22 A R 1
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DA 5 3 28 2 gl A 1) =y ke 1 1Y % 048
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JEREAT R A SRR P AEL, 1A T i) 246 i
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I O 9 5 N A5 30 A i 7 2 R B R T i vy 2R
W, ASCEH LR JLAMERRAWT SR T 1 -

(1) FRGUIT P LS 2 2 B [ ] ffRE ko
A A 45 SO AR I HR S8 7 ik 78 90 )
A2 M E IR IESA 2T B FT, R T Tor 44 M
2% RN TE 2 B . AR IR UL a2
SIRER BAT B KPR RE 7, AHBERL 73 5 B
R — Ak = T REE,  DRRIETRUE I 20 Rk
FESE Br N A AT 25 o G ] v 1 52 )
ALAEDIA T M (0 B, AR AT ST
LTI
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Table 5 Comparison of defense methods against side channel attack on encrypted traffic

K740 H A o R A B . \ .
(34 K75 40 5% Tyt I %)
el G BT KR I ] Kot
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